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Abstract

Automatic Failure-Path Inference (AFPI) is an
application-generic, automatic technique for dynamically
discovering the failure dependency graphs of componen-
tized Internet applications. AFPI’s first phase is invasive,
and relies on controlled fault injection to determine fail-
ure propagation; this phase requires no a priori knowl-
edge of the application and takes on the order of hours to
run. Once the system is deployed in production, the sec-
ond, non-invasive phase of AFPI passively monitors the
system, and updates the dependency graph as new fail-
ures are observed. This process is a good match for the
perpetually-evolving software found in Internet systems;
since no performance overhead is introduced, AFPI is
feasible for live systems. We applied AFPI to J2EE and
tested it by injecting Java exceptions into an e-commerce
application and an online auction service. The resulting
graphs of exception propagation are more detailed and
accurate than what could be derived by time-consuming
manual inspection or analysis of readily-available static
application descriptions.

1. Introduction

We would like to build autognosis into complex soft-
ware systems, and enable them to purposely expose them-
selves to faults in order to determine how they react to fail-
ures. A generic mechanism for this kind of introspection
would help complex software systems become more au-
tonomous, as the resulting information could be used, for
example, in automated recovery. Knowing how far a fault
has propagated may allow the system to limit recovery to
only those parts of the system that are affected; such sur-
gical microrecovery can result in significantly lower time-
to-recover (TTR) than whole-system recovery [8]. Es-
pecially in Internet systems, lowering TTR is often even
more important than increasing reliability [15]. Failure
propagation information can also be used for root-cause
analysis [30, 18] to help target the debugging effort.

To date there have been at least three challenges in real-
izing the above goals. First, most problem-determination
work assumes the dependency graph has already been
built. Failure propagation information (e.g., a fault tree) is
manually constructed based on detailed knowledge from
the designers; the process is tedious and error-prone, and
the resulting dependency graph reflects reality only to the
extent designers’ knowledge is accurate and complete.

Second, if the system evolves, analysis must be redone.
For many interesting systems, re-analysis would quickly
become the bottleneck to system evolution. Furthermore,
it is difficult to keep a system and its manually-generated
documentation in sync [6]. Internet systems evolve partic-
ularly rapidly due to market pressures [17], making man-
ual analysis impractical.

Third, transient and intermittent failures, in particular,
may be triggered not only by the application itself, but
by bugs in the underlying runtime system (OS, hardware,
etc.) or by idiosyncratic interactions between the applica-
tion and the runtime system. Capturing these interactions
requires examining the whole system, not just the appli-
cation. This makes the problem size larger and places part
of the problem outside the detailed knowledge of the ap-
plication designer, who may not even be available.

The contribution of this paper is to address these prob-
lems with a new technique, automatic failure-path infer-
ence (AFPI), for automatically capturing dynamic fault
propagation information. Using instrumented middle-
ware, AFPI discovers points in the application where it
might fail. Using controlled fault injection and observa-
tion of the faults’ propagation, AFPI builds a failure prop-
agation graph, or f-map, that captures dependencies be-
tween components.

The rest of the paper is organized as follows. Section 2
describes the specifics of our approach. Section 3 presents
experimental results validating the accuracy of our f-maps
and confirming that there is no performance overhead in
applying AFPI. We highlight specific cases in which AFPI
finds interesting fault propagation paths that would have
been difficult to find manually, as well as cases in which
it eliminates paths that appear in static dependency graphs
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but do not actually propagate faults in practice. Section 4
describes future work, and section 5 compares AFPI to re-
lated work, especially recent research focused on dynamic
discovery of failure dependencies.

2 Automatic Failure-Path Inference (AFPI)

We applied AFPI to J2EE, a widely-used middleware
platform for running enterprise and Internet-based appli-
cations; here we give a brief overview of this technology
and the components of its runtime system. We then ex-
plain the AFPI algorithm and its implementation.

2.1. J2EE Applications and Application Servers

J2EE is a standard for constructing enterprise appli-
cations out of reusable Java modules, called Enterprise
Java Beans (EJBs). An EJB is a Java component that con-
forms to a particular programmatic interface and provides
services to remote clients. The bean has an associated
deployment descriptor—an XML file that conveys run-
time characteristics, such as whether the EJB’s operations
must run within a transaction. The EJB architecture runs
distributed components within a special container, that is
provided and serviced by the application server (see Fig-
ure 1).

A J2EE application must be deployed on a J2EE ap-
plication server, which provides a standard environment
and a set of runtime services specified by J2EE. The ap-
plication server instantiates the EJBs in containers, de-
ploying and undeploying components on demand. It also
allows communication via remote method calls among
EJBs, JavaServer Pages (JSPs, used to format content for
Web output), and Java servlets. JSPs and servlets may in-
voke EJBs, which may in turn invoke other EJBs and/or
communicate with persistent database(s) over JDBC, a
standard mediator. The application server also provides
standard runtime system services such as a naming and di-
rectory service to allow components to refer to each other
using symbolic names, distributed transaction facilities,
authorization and authentication, etc. Finally, the applica-
tion server integrates with a Web server and a servlet/JSP
container that manages servlets and JSPs, thereby making
the application accessible through a Web page interface.

2.2. The Introspection Process

Automatic failure-path inference (AFPI) consists of
two phases. In the (invasive) staging phase, the system
actively performs fault injection, observes its own reac-
tion to the faults, and builds the f-map. In the (non-
invasive) production phase, the system passively observes
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Figure 1. A typical J2EE infrastructure. The
actual application consists of the EJBs in the
shaded area, plus servlets and/or JSPs.

fault propagation when faults occur during normal oper-
ation, and uses this information to evolve the f-map on
an ongoing basis. In this paper we focus on the staging
phase.

Our choice for a J2EE application server was motivated
by three facts. First, J2EE is an increasingly popular plat-
form for large scale Internet services; many businesses
depend for their critical operations on J2EE application
servers. Second, Java offers features such as reflection
and other mechanisms that allow AFPI to discover rel-
evant faults to inject. Third, J2EE enforces a particular
application structure in which components have a small
number of well-defined entry points, component state is
either explicit or externalized in a database or other per-
sistent store, and communication among components is
mediated by the application server’s naming/broker sys-
tem and Java RMI.

2.3. AFPI Algorithm

The general algorithm for the staging phase is as fol-
lows:

1. Initialize a global fault list to be empty.

2. Start the application and any external components it
uses (e.g., a separate database).

3. Every time a new component � of the application is
deployed (whether at startup or during the operation
of the application server), use reflection to discover
the methods exported by its interface.

4. For each method ��� of � , use reflection to discover
the set F of Java exceptions declared as throwable by
��� , and for each �	��
 F, add the triplet �
���������������
to the global fault list.

5. Also add to the global fault list any exceptions corre-
sponding to “environmental” faults that could occur
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during execution of method � � . The set E of all such
environmental exceptions could include network-
related exceptions, disk I/O exceptions, memory-
related exceptions, etc. In our current approach, we
add a triplet �
��������������� for every exception type
����
 E. Injecting application-defined exceptions ex-
ercises robustness to application bugs, while inject-
ing environment-related exceptions primarily probes
the paths through which application-external faults
can propagate.

6. Once all EJBs have been deployed, select a triplet
( ��������� ) from the list of faults, and arrange to inject
exception � into component � the next time method
� is called. Section 2.4 describes how this is done.

7. Start the load generator, in order to exercise the ap-
plication.

8. As failures occur, the monitoring agent is notified by
a separate fault detector. As the monitor receives no-
tifications, it builds up an f-map for each type of fault.
An f-map is a directed graph that captures failure
propagation: the presence of a directed edge ������� �
means that a fault in component � propagated and
caused component � to fail. If, however, � ’s fault
propagates but is properly handled by � , then no ex-
ternally visible behavior is reported to our monitor,
so edge �!�"���#� is not added to the f-map. F-maps for
different fault types may differ, because some faults
propagate from the callee up the call tree and oth-
ers do not. In all our experiments, the injected faults
always resulted in observed failures, i.e., exceptions
that propagated to at least one EJB.

9. Save the current f-map and list of faults to stable stor-
age, shut down and restart the application, and con-
tinue with the next ( ��������� ) triplet. The fault in-
jection experiments end when the list of faults has
been exhausted. We restart the application between
injections to avoid spuriously representing cascading
failures in the f-map.

Two notable differences emerge in comparing our fault
injection approach to other recent work. First, in step 4,
we directly induce application-visible exceptions, in con-
trast to prior work that injects low-level hardware faults.
Determining which (if any) application-visible failures re-
sult from low-level hardware faults requires the construc-
tion of a fault dictionary [20], which has proven difficult.

Second, some recent work [16] attempts to narrow the
possible faults injected at a particular point based on static
or dynamic analysis; for example, if a particular byte-
code sequence is known to specify a read from a net-
work stream rather than from a file, one might inject only

network-related hardware errors rather than low-level disk
errors at that point. As stated in step 5, we avoid such
narrowing and simply enumerate all possible environmen-
tal conditions that can be expressed as Java exceptions.
Besides the fact that deriving more specific information
using static analysis can be cumbersome, we would like
to minimize our assumptions about whether, in fact, the
executing method would really be unaffected if an “un-
related” low-level fault occurred (consider a method that
does no disk I/O, but a low-level disk fault occurs while
that method is trying to page in data or code). In fact,
all we assume is that it is possible that a given exception
might be thrown by a particular method. We return shortly
to the question whether most low-level faults do in fact
manifest as application-level exceptions.

A major flaw in many fault injection experiments in
the literature is that they do not account for correlated
faults. However, in large scale production systems, true
independent failures are rare [5, 1]. Therefore, once the
AFPI sequence of single-point injections completes, our
system does multi-point injections, to simulate correlated
failures. The monitoring agent adds to the f-map any ad-
ditional edges that it detects this way.

Once the multi-point injection phase completes, the
system can be deployed into production. The monitoring
agent continues to observe the system’s reactions to “nat-
urally occuring” (i.e., non-injected) faults, and modifies
the f-map based on these observations. Thus, the f-map is
a continuously evolving representation of the application.
This passive phase is in no way dependent on the active,
fault-injection phase—it would work even without an ini-
tial draft of the f-map, but it would take much longer to
converge onto a correct representation of the dependen-
cies. We can therefore think of the fault injection phase as
an optimization.

2.4. Modifying JBoss to Enable AFPI

To test AFPI, we used JBoss [19], an open-source im-
plementation of J2EE; it is free and we can modify its
source code to perform fault injection and monitoring.
JBoss performs well, is very popular (has been down-
loaded from SourceForge [29] over 3 million times) and is
used by more than 100 corporations, including WorldCom
and Dow Jones.

JBoss consists of a microkernel, with the various ser-
vices being held together through Java Management Ex-
tensions (JMX). The services are hot-deployable, which
implies that one can replace an existing service with our
modified version at runtime, and the server will properly
reintegrate it. We built our failure monitoring and fault
injection facilities as two separate services of the JBoss
microkernel, so that failures are detected independently
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of any specific knowledge that they are being injected.
In addition, we modified existing JBoss code in three

ways. First, whenever a new EJB is deployed (i.e., the
bean is instantiated in a new container), the fault injec-
tor uses Java reflection to enumerate the bean’s methods
and the exceptions each method can throw, in addition to
those thrown by the JVM itself (i.e., step 4 of the AFPI
algorithm). This process is identical whether the EJB is
deployed as part of regular application deployment, or as
part of a live upgrade or bug fix.

Second, we provide a new container method by which
we can instruct the EJB that the next call to method �
should throw exception $ , i.e. step 6 in the algorithm.
During the fault injection stage, the fault injector will
systematically inject every kind of exception that can be
thrown by each method in the bean, one at a time. It
will attempt to throw both declared exceptions (i.e., those
explicitly declared by the bean’s Java method signature,
some of which may be handled using catch and others
which may be passed up to the caller) and non-declared
exceptions (e.g., a runtime condition such as OutOfMem-
oryError, to simulate more generic system-level problems
that most beans would not try to detect directly, as in
step 5 of the algorithm).

Third, we modified the EJB container so that, when
an exception is thrown by an EJB, the stack trace is
parsed and we extract the identity of the calling compo-
nent (bean/servlet/JSP) and the invoked component. This
information is passed to the failure monitor service, which
uses the information to build up a failure propagation map.

Since we modified the application server rather than
a specific application being deployed, we can invoke the
new functionality on any J2EE application that runs on
JBoss.

3. Experiments

Our experiments address three issues: the suitability of
our injected faults, the accuracy and usefulness of our f-
maps, and at what cost in terms of time and performance
we can obtain these f-maps. To determine the cost of ob-
taining such graphs, we measure the performance over-
head introduced by our modifications to JBoss in section.
The section ends with a discussion of AFPI’s shortcom-
ings.

All experiments, except performance overhead, were
performed on an Intel Pentium–4 1GHz machine, with
512 MB RAM, running Linux 2.4.9. We modified JBoss
3.0.3 running on Sun Java 2SE 1.4 and Sun Java 2EE
1.3.1. The applications we chose for our experiments are
Petstore 1.1.2 and RUBiS 1.3. Petstore is a freely avail-
able sample J2EE application from Sun that implements
an e-commerce site where users can maintain an account,

update their profile and payment information, browse a
merchandise catalog, add/remove items to/from a shop-
ping cart, complete a purchase, etc. It consists of 233 Java
files and about 11K lines of code. RUBiS, developed at
Rice University, implements a web-based auction service
modeled on eBay. It contains 582 Java files and about
26K lines of code. For each of these applications, the in-
vasive staging phase took between two and three hours to
complete.

We wrote a load generator that plays back a trace of
clients’ interactions with the web site; such traces are
saved using a request/response recording proxy. The
recording of client activity can be done on live traffic dur-
ing the production phase, to generate a trace that is abso-
lutely specific to the web site in question.

3.1. Suitability of Injecting Java Exceptions

Since we intend for our technique to be used on real
systems, it is important that we inject faults representative
of those that would occur in real systems. We inject ap-
plication and JVM-visible faults (exceptions, application-
visible or OS-visible resource exhaustion) rather than
low-level faults (bit flips, stuck-ats) for three reasons.
First, low-level faults are not that common in Internet sys-
tems, unlike, e.g., spaceborn applications exposed to ra-
diation; Internet services go down mainly due to software
bugs and operator errors [24, 12, 28, 2, 26]. Second, faults
not corrected by the hardware will often manifest as some
higher-level fault, but if transient, the mapping may ap-
pear nondeterministic. A “random” bit flip may corrupt
an important/live data structure or trash the heap, but in
many cases turns out to be harmless [10]. Getting reliable
failure propagation for this type of faults is difficult; we
are not aware of prior work that systematically addresses
this problem.

An important question concerns coverage of failures:
have we exercised all the conditions that could trigger a
particular exception, especially given that the way the ex-
ception is handled may depend on the particular state of
the program at the time the exception occurs? Although
the experiments performed so far have not provided evi-
dence for this, we anticipate that our coverage is not com-
plete. However, in cases where partial recovery fails due
to incorrectly determining the subset of components that
must be recovered, a full reboot could always be used [8].

In addition to injecting the kinds of faults the appli-
cation designer originally thought of, we choose faults
that are in fact commonly observed as software-related
transients. Exceptions explicitly declared by the beans
correspond to the designer’s own knowledge of particu-
lar “expected” failure modes. With respect to undeclared
exceptions, it is reasonable to ask whether the kinds of
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Figure 2. Two f-maps for Petstore: one obtained through manual inspection of deployment descriptors (left)
and one obtained automatically by our introspective system (right). The bold edges are those that are not
common between the two f-maps.

failures that are independent of application semantics—
OS resource exhaustion, network connectivity problems,
manifestation of bugs in the OS kernel or libraries—are
indeed manifest as Java-visible exceptions.

When an internal error or resource limitation prevents
the Java virtual machine from implementing the seman-
tics of the Java programming language, it throws an ex-
ception that is a subclass of VirtualMachineError; these
exceptions are shown in Table 1.

Exception Possible real life cause
declared exceptions application-expected faults
OutOfMemoryError memory exhaustion
StackOverflowError code bugs
IOException failed or interrupted I/O operations
RemoteException remote method invocation failure
SQLException database access error
NullPointer code bugs and data errors

Table 1. Exception types used in our experi-
ments.

We also injected timing faults, in which calls to various
EJBs were delayed, but due to the blocking nature of RMI
(Java’s RPC-like remote method invocation mechanism),
such timing faults did not induce any failure in Petstore or
RUBiS.

We did not find literature that documents the extent
to which different JVMs actually translate such low-level
faults into Java-visible exceptions. We performed a num-
ber of ad hoc experiments (see Table 2 for a few exam-
ples) to determine whether Java exceptions were indeed a
reasonable way to simulate such faults. The results were
satisfactory: using the Sun HotSpot JVM, all faults we

injected at the network level (e.g., severing the TCP con-
nection), disk level (e.g., deleting the file), memory (e.g.,
limiting the JVM’s heap size), and database (e.g., shutting
DBMS down) resulted in one of the exceptions shown in
Table 1. Our validation, however, is certainly not exhaus-
tive. Fault model enforcement [25] is an interesting tech-
nique that has been recently proposed for ensuring that
real-life faults do manifest as one of a set of faults speci-
fied in a fault model.

Induced failure Exception
bad server in registry ConnectException
RMI registry unreachable ConnectException
server not in registry NotBoundException
server crashes during call UnmarshalException

Table 2. Examples of RMI experiments that test
whether real faults turn into Java exceptions. All
exceptions are subclasses of RemoteException.

3.2. F-Maps Compared to Existing Structures

In this section we examine whether our f-maps are as
accurate as those obtained using other techniques, and,
if so, whether they are any better. We compare f-maps
obtained through our introspective method with a depen-
dency graph built by manual inspection of J2EE deploy-
ment descriptors—a programmer-supplied XML docu-
ment for each J2EE component, that describes a compo-
nent’s deployment settings. A bean’s descriptor declares,
among other things, what other beans this bean calls; this
suggests using the collection of descriptors as an approx-
imation of the static call graph.
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Figure 3. Two f-maps for RUBiS: one obtained through manual inspection of deployment descriptors (left)
and one obtained automatically by AFPI (right). The bold edges are those that are not common between the
two f-maps. Shaded components are EJBs, clear boxes indicate servlets.

In our implementation, the nodes in an f-map repre-
sent EJBs, servlets, JSPs, and special data access ob-
jects (DAOs) used for accessing databases. Figure 2
shows two versions of the Petstore f-map; there are
two types of differences between the f-maps. First, the
injection-based f-map is missing some edges present in
the descriptor-based f-map: AccountEJB % OrderEJB,
CatalogEJB % ShoppingClientControllerEJB, and ES-
toreDB % web tier. Second, the injection-based f-map
has additional nodes and edges that are not present in the
descriptor-based f-map: HttpJspBase, MainServlet, and
six JSPs, with the corresponding edges. The deployment
descriptors group all web components (servlets and JSPs)
into one entity, called the web tier.

We were most concerned about the missing edges, be-
cause they seemed to imply that our technique failed to
discover existing dependencies. However, upon inspec-
tion of the code, we found that the injection-based f-map
was correct. In the case of the AccountEJB % OrderEJB
edge, OrderEJB did indeed maintain a reference to Ac-
countEJB, but it never interacted with that EJB, hence
no opportunity for a fault propagation from AccountEJB
to OrderEJB. In the case of CatalogEJB % Shopping-
ClientControllerEJB, ShoppingClientControllerEJB did
not even have a reference to CatalogEJB, so the deploy-
ment descriptors were simply wrong. This illustrates that,
contrary to our initial expectations, the descriptors cannot
be relied on for understanding the structure of the appli-
cation.

Finally, the EStoreDB % web tier edge is present in the
descriptors due to a servlet which runs at setup time and
populates the database with default information (users,
merchandise, etc.). This servlet is run once at installation
and never again during normal operation, which is why

our f-map correctly indicates there is no direct fault prop-
agation edge from the database to any of the web compo-
nents.

The second difference is that components are discov-
ered at a finer grain than can be captured in the deploy-
ment descriptors. For example, what descriptors showed
as the “web tier,” our system dissected into the individual
servlets and JSPs, along with fault propagation informa-
tion. These additional f-map nodes naturally result in new
edges along which faults can propagate, edges that can be
used in better pinpointing the source of failure and thus
provide a more powerful tool in deciding which compo-
nents to recover. An interesting case is that of the HttpJsp-
Base node; we tried to find it in the Petstore source code
to understand its role, but it turned out it is not part of
the application. HttpJspBase is the superclass of all JSP-
generated servlets and it is part of Jetty, the servlet/JSP
container that we used with JBoss. Hence, our technique
was able to identify interactions with components which,
although not part of the application, are still parts of the
system delivering the service.

Obtaining the f-maps for RUBiS, as indicated in Fig-
ure 3, confirmed the properties observed with the Petstore
f-maps. This time, the deployment descriptors turned out
to be quite conservative, in that the AFPI-based f-map
contained strictly more information than the descriptors.
Many of the inter-EJB dependencies fail to be indicated
as references in the deployment descriptors. Dependen-
cies between EJBs and servlets are not captured in deploy-
ment descriptors either. While much of this information
could be obtained through static analysis, certain condi-
tions cannot be found, such as code that is dead, owing to
a dependency on the current date.

We did not modify JBoss between the Petstore and RU-
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BiS experiments, thus demonstrating that our approach is
application-agnostic. Any J2EE application could be sub-
jected to AFPI by simply dropping the .jar file in JBoss’s
deployment directory. True application-generic recov-
ery for UNIX applications with no middleware has been
shown to be infeasible [23]. AFPI does better because
J2EE constrains the structure of the application and allows
us to modify the runtime. One could claim for non-J2EE
applications that the OS/kernel is the runtime, and try to
modify that; UNIX applications, though, are usually non-
modular and their state is not well-circumscribed, which
explains the results in [23].

AFPI needed no application-specific knowledge to de-
rive the correct set of dependencies between components,
and didn’t even require access to the application’s source
code. As was mentioned previously, the collection of de-
ployment descriptors does not need to reflect a correct
static call graph in order for the application to run, and
in fact one would expect bean evolution to make erro-
neous descriptors more common. This is especially true
given that developers often maintain the descriptors man-
ually [3], although expensive commercial tools are avail-
able to programmatically generate deployment descriptors
from bean sources. Moreover, even if the deployment de-
scriptors were correct and complete, they would capture
all possible paths that might propagate faults at runtime,
whereas we are interested in those that actually do propa-
gate faults.

Since deployment descriptors fail to provide an accu-
rate static call graph, we considered obtaining the call
graph using a tool that directly inspected the source code.
Of course, such a call graph would have to be significantly
pruned in order to make it useful; the static call graph is
normally exponential in the program size, and researchers
currently attempting to apply static analysis to improve
fault coverage admit they will have to use a smaller-sized
approximation of the full static call graph [16]. Even if we
could work with a compact representation of the static call
graph, it would show paths along which faults might prop-
agate, not only the ones along which faults do propagate,
and it would not reveal edges that propagate faults unre-
lated to individual method invocations, such as an errant
thread that overallocates memory and causes another un-
related thread in the same JVM to get an out-of-memory
exception.

3.3. Fault-Class-Specific F-Maps

Unlike general dependency graphs, our technique al-
lows the system to obtain and maintain separate f-maps
for each fault class. Such maps enable targeted recov-
ery in the case of specific faults. Since one motivation
of obtaining f-maps is fast recovery, we do want such

fine-grained information about failure propagation so that
we can recover the minimal subset of failed components.
By eliminating edges that do not reflect actual (observed)
propagation paths, we can do more efficient microrecov-
ery.

MainServlet

ShoppingCartEJB

CatalogEJB

ShoppingClientControllerEJB

CustomerEJB

AccountEJB

SignOnEJB

Figure 4. Petstore f-map based exclusively on
application-declared exceptions.

Figure 4 shows a Petstore f-map discovered by inject-
ing exclusively application-declared exceptions. Such an
f-map may help us in deciding how useful it would be
to suppress environmental/external sources of faults (e.g.,
by purchasing more reliable hardware). Notice that this
f-map is considerably simpler than the previous f-maps.

We also examined Petstore’s five fault-class-specific f-
maps for undeclared exceptions, i.e., those obtained by in-
jecting OutOfMemoryError, StackOverflowError, IOEx-
ception, RemoteException, and SQLException, respec-
tively. To our suprise, each of these f-maps was virtu-
ally identical to the cumulative one in Figure 2, which
represents the union of all the fault-class-specific f-maps.
Inspecting the Petstore code provided a simple explana-
tion: the application contains almost no code to handle
exceptions that may occur from its interaction with the
environment. Such lack of robustness causes any external
exception to appear as “something bad” that the affected
EJB does not handle gracefully.

3.4. Injecting Correlated Faults

As described in section 2.2, the second phase of f-map
generation consists of injecting correlated faults. The al-
gorithm for this second phase is similar to the first phase,
with one exception: in order to generate the fault list, we
take the Cartesian product of the original fault list with it-
self, and then eliminate any 6-tuples for which the same
component is involved in both the first and the second
fault of the tuple. This gives all possible combinations
of 2 faults that involve distinct components. An analo-
gous algorithm is used for building the list for & -point
injections, where &('*) . If new propagation paths are
discovered through multi-point injection, they are merged
into the f-map.
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We were particularly interested in verifying the robust-
ness of the information in the f-maps to correlated fault
scenarios. The f-maps converged much quicker onto their
final form, because of the richer set of faults that the sys-
tem was exposed to. The unexpected result, however, was
that we obtained f-maps identical to those resulting from
single-point injection. While this might suggest the f-
maps are robust, we actually believe the result is due to
another reason: in a request/response system with very
little recovery code, when a request enters the system and
hits a faulty component, it will almost always fail at that
point and not proceed further through the system. Hence,
the correlated faults are likely being consumed by sepa-
rate requests, as if the faults had been injected separately.

3.5. Overhead

We evaluated the performance impact of our modifica-
tions by comparing the performance of unmodified JBoss
to that of our instrumented version, with the same Petstore
workload we used for generating the f-maps. We found no
statistically significant difference in performance when no
exceptions are thrown, i.e., under steady state operating
conditions. This suggests that it is feasible to implement
our technique in a production system.

JBoss and the database were hosted on the same Intel-
P3 450MHz-based machine with 512MB of RAM. The
workload generators ran on a dual P3/1GHz machine with
1.5GB of RAM. The purpose we chose machines with
such different characteristics was to allow us to saturate
the server. Both machines ran Linux 2.4 with Sun’s JVM
1.4.1 and were connected via 100Mbps Ethernet. The
server’s CPU was saturated at 100% during each run. Our
modified JBoss completed each test run on average in 93
seconds, compared to 94.8 seconds for unmodified JBoss;
standard deviation was 5.8 in both cases. We consider this
improvement in the running time of the application to be
just statistical noise, as we do not think any of our changes
would make JBoss run faster.

3.6. Weaknesses

A problem specific to our experiments is the fact that
we only injected exceptions and timing faults. First, there
may be low-level faults that do not manifest as excep-
tions in the Java VM, although we haven’t found any in
our ad hoc experiments. Second, we haven’t explored
yet data-level faults, in which a called component pro-
vides wrong data. Most of these faults require application-
specific knowledge to detect, unless we transparently em-
ploy redundancy combined with a voting scheme. A spe-
cial kind of data faults are null pointers, which we inject
using NullPointerException.

Problems also arise from the fact that we currently do
not collect all the information we could about the ex-
ceptions, thus preventing us from distinguishing between
propagation paths composed of a subpath that propagates
fault $ , chained to a subpath that propagates fault + .
We do collect per-fault-class f-maps, but in the case of
application-declared exceptions, our current version of the
system would indicate the entire path as a fault propaga-
tion path, without discriminating among the faults.

We cannot claim that any particular set of AFPI ex-
periments will find all failure propagation paths, e.g., be-
cause we depend on the applied workload to exercise all
affected components. However, when using AFPI in re-
covery via recursive microreboots [8], we can view the
use of the f-map as an optimization that impacts recovery
performance but not recovery correctness. If the failure
had been non-transient, then neither full recovery nor par-
tial recovery guided by the f-map would have cured it.

An important use for f-maps is automated microrecov-
ery: based on the f-map, determine the minimal subset
of the system that must be recovered to cure the fail-
ure, for example, restarting the database and undeploy-
ing/redeploying a bean or set of stateful session beans.
We found a significant time-to-recovery advantage to this
approach compared to whole-system restart, and showed
that availability can be improved by 78% when AFPI and
microreboots are used together [9].

4. Future Work

We are extending our work in two main areas:
Application evolution. When we add a new EJB in an

application, AFPI currently updates the f-map correctly.
We want, however, to modify AFPI such that the f-map
gets updated also when a component changes or is re-
moved from the application. Similarly, sometimes the
same logic bug in an application will manifest differently
on different runtimes. For example, a logic bug in a Java
application that caused one system to livelock manifested
as a JVM crash on a different system [13]. AFPI should
capture such cases that would be missed by analyzing only
the application; we would like to verify this in practice us-
ing another JDK/OS combination for one or more of the
above applications.

Correlation vs. causality. Our technique currently cap-
tures only causality information: an edge �
,���-.� is added
to the f-map if component , propagates a fault to com-
ponent - . We believe there is high value in capturing
correlation in addition to causality, by adding perhaps a
special kind of edge �
,���-.� for when statistical obser-
vation indicates that components , and - fail together
most of the time, even though no direct propagation was
observed. This would capture indirect coupling between
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components due to an external resource, e.g., one com-
ponent corrupts a data structure that is shared by another
component, but maintained in a third component such as
a database. Such correlation information seems to be a
good candidate for the passive, post-deployment phase of
AFPI, in which the system is observed in production dur-
ing normal operation.

5. Related Work

A significant body of work exists on using dependency
graphs for root cause analysis and fault diagnosis. For ex-
ample, alarms detected at various components of the sys-
tem can be mapped to nodes of the dependency graph, and
the graph can be used to determine where the source of the
alarms may be [30, 18]. A dependency graph can also be
used as a guide for which components to examine directly
in order to determine the root cause of failure [22]. There
are a number of more sophisticated algorithms [27] that
can use dependency graphs to obtain higher precision in
fault diagnosis, at the expense of timeliness.

Others have recognized, as we have, the importance of
automatically determining dependency information with-
out extensive application-specific knowledge; aggressive
software evolution in Internet applications makes this
ability essential [17]. Some researchers have used exist-
ing deployment information [21] or correlation of behav-
iors [14] to provide indirect evidence for dependencies.
Others have used some form of fault injection to observe
the effects of a fault in one system component on over-
all system behavior: [7] induced application-specific er-
rors in an e-commerce application by selectively locking
tables in a database that certain e-commerce transactions
needed to access, then recording which types of transac-
tions were affected.

More recently, Bagchi et al. [4] extended this approach
to determine which component(s) are most likely to be
the root cause of a particular observed type of perfor-
mance degradation, considering both faults that lead to
failures and conditions such as resource starvation that
lead to poor performance. Both their work and that of Fu
et al. [16] rely on the concept of a fault dictionary [20],
which maps “low-level” faults (e.g. a hardware failure in
a network link) to application-level observed failures (e.g.
exceptions or application crashes): rather than directly in-
ducing application-level exceptions as we do, they inject
low-level faults that would produce particular application-
level failures. In [4] the construction of the fault dictio-
nary is not addressed; [16] admit that the construction of
the dictionary is complicated by the many software lay-
ers between the low-level hardware and the application,
and they propose to use two kinds of static analysis to in-
fer which application-level exceptions could possibly re-

sult from particular low-level faults. We believe that di-
rectly injecting exceptions may avoid some of these dif-
ficulties. In any case, our goal is to use this information
to enable fast partial recovery, whereas most prior work
has focused on using it to assist in root-cause diagnosis or
system hardening.

Pinpoint [11] used a combination of fault injection and
data clustering analysis to determine with high accuracy
which components were most likely to be at fault when
a particular end-user-visible failure was observed in an
Internet application. Unlike Pinpoint, our approach uses
an entirely application-generic fault injection mechanism,
that utilizes reflection instead of a predetermined list of
faults; this enables introspection. We have combined Pin-
point’s analysis tools with f-maps, to enable fast accurate
failure diagnosis, which is useful for both speeding recov-
ery [9] and targeting system debugging efforts.

6. Conclusions

We focused on applying Automated Failure-Path In-
ference to applications built on Java 2 Enterprise Edition
middleware, because such applications tend to be highly
modular and rely on a well-defined set of runtime services
whose implementation we can change to add fault injec-
tion and monitoring behaviors.

The experiments we described show that AFPI auto-
matically and dynamically generates f-maps that find run-
time dependencies that static call graph analysis might
miss. AFPI-generated f-maps correctly omit dependen-
cies that appear in the static call graph but do not result
in observed fault propagation at runtime. The dynami-
cally generated f-maps can capture dependency informa-
tion per fault type, providing higher resolution than many
static techniques.

Injecting Java exceptions to represent real operational
faults is reasonable, and in particular, certain common
classes of application-generic faults (such as resource ex-
haustion) are often manifest as JVM exceptions. While
injecting correlated faults, we did not find any new f-map
edges, but expect this to be due to the simple, single-
threaded application, rather than to the AFPI implemen-
tation. For similar reasons, we have not yet investigated
in depth the stability of f-maps in the presence of quasi-
deterministic faults, such as those introduced by perni-
cious firmware bugs.

AFPI’s staging phase took about three hours for a non-
trivial application consisting of over 26K lines of code and
required no manual inspection or knowledge of the ap-
plication itself; the additional overhead of leaving AFPI
in place during production operation was negligible. Al-
though AFPI may not capture all propagation paths, we
aim for a solution that is the right tradeoff between com-
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plexity/difficulty/cost and effectiveness. Failure depen-
dency graphs have many uses, and in [9] we demonstrate
its value for automated microrecovery.
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